[DE CUONG CHUONG TRINH DA HOC]

Bai Tap Lon Mon Hoc
Nhap Mon Co S& Dir Liéu

1. Muc dich

Thoéng qua qué trinh thuc hién bai tap 16n Mon hoc “Nhap mon Co sé dir
liéu”, sinh vién dugc cung cb phan kién thirc 1y thuyét (mé hinh quan hé;
ngdn ngir SQL; cac nguyén ly vé thiét ké hé CSDL; téi wu hoa cau hoi; an
toan va toan ven dir liéu).

Sinh vién lam quen véi viéc nghién ctru: doc, tim hiéu va phan tich nhiing két
qua théng qua cac bai bao.

Sinh vién c6 nhin nhan vé cac tng dung thuc tién cua co sé dit liéu, cling nhu
c6 cac k¥ nang can thiét vé 1ap trinh, thao tac trén hé co so di liéu.

2. Yéu cdu bai tap lon

Bai tap 16n gdom c6 2 phan: tim hiéu Iy thuyét va cai dat thir nghiém. Phan cai
ddt thir nghiém tiry theo dé bai c6 mirc dé khdc nhau (@woc chi ra cu thé
trong tirng dé bai), tuy nhién ddy la phan khuyén khich nén coé.
Phan tim hiéu 1y thuyét: dua trén nhitng goi ¥ vé tai liéu tham khao, sinh vién
tim hiéu theo dién rong cac phwong phép, cac giai phéap tiép can xu 1y bai
toan. Trén co s¢ d6 dua ra nhitng phan tich, danh gia wu nhuoc diém cua mdi
phuong phéap; kha ning ap dung thuc té va ngit canh str dung; lua chon va
dua ra phuong phap phuc vu cho viéc cai dit. Nham ndng cao kj nang nghién
Cieu, sinh vién can thé hién dwoc tinh khoa hoc, tinh logic trong bé cuc trinh
bay, phat trién van dé.
Phan cai dat thr nghiém: sinh vién cai dat thuat toan da lya chon. Vi chuong
trinh cai dt, sinh vién can thir nghiém it nhat véi mot co s dit lidu.
Sinh vién 1am béo céo theo nhém. Béo céo trinh bay nhitng phan sau:
o MO ta bai toan.
o Phuong phap thyc hién: trinh bay cac phuong phép tim hiéu dugc, tap
trung vao giai phap Iua chon dé giai quyét bai toan.
o Cai dat chuong trinh, thir nghiém va danh gia, xy dung CSDL dung
thir nghiém.

o Tai liéu tham khao.
Chu:orng trinh ¢6 thé bang ngobn ngir tUy chon, néu co sir dung thu vién va
phan mém hd trg thi can ghi huéng dan cai dit va str dung.

3. T chirc thwc hién
Céc I6p to chic thanh nhém 5 ngudi, mdi nhoém nhan mot dé bai tap 16n.

NOp bao cao, chuong trinh va tai liéu tham khao theo nhém.
Bai tap 16n duoc giao trong qua trinh hoc 1y thuyét.
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Thoi gian bao vé bai tap 16n: 8 tuan cudi cia moén hoc.
Ké hoach bao vé bai tap 16n K52 (tin chi): 209 sv=>42 nhém, 6 nhém 1 dé.
o Tuan 10: hudng dan sinh vién vé BTL.
Tuén 11: bao vé cac nhom dé 1.
Tuén 12: bao vé cac nhom dé 2.
Tuan 13: bao vé cac nhom dé 3.
Tuan 14: bao vé cac nhom dé 4.
Tuan 15: bao vé cac nhoém dé 5.
Tuén 16: bao vé cac nhom dé 6.
Tuan 17: bao vé cac nhoém dé 7.
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4. . Dé bai tdp lon

4.1 Dang 1 - Kiém thir &rng dung database
4.1.1 Pit van dé

Trong qua trinh xay dung cac tng dung phan mém sir dung CSDL, ngudi lap
trinh thuong xuyén phai xay dung céc truy van phuc vu cho viéc tim kiém va
xtr Iy dit liéu. B&n canh viéc dam bao truy van thuc hién nhanh, t6i vu thi
viéc dam bao cho truy vén tra lai két qua chinh xac theo ¥ dinh ctia ngudi
ding la viéc rat quan trong. Qua trinh nay duoc thuc hién bang kiém thtr phan
mém, dua trén tap CSDL thtr nghiém. Van dé & day 1a can c6 phuong phap
danh gia chat luong cia qua trinh Kiém thir nay, danh gia tap CSDL duoc
dung da kiém thir duoc cho truy van ¢ muc do nao.
O khia canh khéc, trong qué trinh kiém thtr ddi véi cac tmg dung CSDL, doi
hoi c6 CSDL phul hop cho viée kiém thir. Theo cach truyén théng, dir liu
duoc tao ra trudce truy van, sau d6 thyuc hién day cac truy vén trén di lidu dé
so sanh két qua thu nhan dugc voi két qua mong doi nhim danh gia hoat
dong cua hé thong Tuy nhién trong mdi truong hop kiém thur, moi truy van
thuong gém nhleu phép toan va co nhirng yéu Cau rleng vé kich thudc cta bo
két qua sau mdi phép toan. Cach tao dit liéu truyén thong khong dap ung
duoc y8u cau nay, doi hoi can c6 cach thic tao ra bd dir lidu cho mdi trudong
hop kiém thir, nhdm thoa man cac yéu cau cta qué trinh kiém thtr va thoa
man céc rang budc vé dit lidu.

4.1.2 Bai tap lon dang 1

Pé 1: Sir dung d6 do SQL trong danh gia viéc kiém thir cic ing dung

database

Tim hiéu cac do6 do SQL dung dé danh gia viéc kiém thir cic ing dung database,
c4u trac biéu dién cau truy vin SQL, cc phlrong phap va cac ky thuat tuy dong tinh
toan do do nhiam danh gia mirc do kiém thir ddi véi cau truy van (c6 chira ménh dé
WHERE, GROUP, HAVING...); lga chon phuong phap kha thi va xdy dung
chuong trinh thir nghiém (néu c6). Céc k¥ thuat nén chi rd ngir canh ap dung, co su
so sanh, danh gia bang thuc nghiém.
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Goi y tai liéu tham khao:
Using an SQL Coverage Measurement for Testing Database Applications, Maria
José Suarez-Cabal, Javier Tuya, ACM SIGSOFT Software Engineering Notes
archive Volume 29, Issue 6 (November 2004).
Structural Coverage Criteria for Testing SQL Queries, Maria José Suarez-Cabal,
Javier Tuya, 2009.

Dé 2: Xay dung dir lidu kiém thir hwéng truy vin

Tim hiéu cac phuong phap va ky thuat xay dung dir heu kiém thir huéng truy van:
k¥ thuat phan tich truy van, xir 1y cac phép toan truy van, sinh dir liéu cho viéc kiém
thir. Lya chon ra phuong phap kha thi va xay dung chuong trinh thir nghiém (néu
¢6). Cac k¥ thuat nén chi rd ngit canh ap dung, co su so sanh, danh gia bang thuc
nghi¢m.
Goi y tai liéu tham khao:
QAGen: Generating Query-Aware Test Databases, Carsten Binnig, Donald
Kossmann, Eric Lo, Marc Nunkesser, Tamer Ozsu Proceedings of the ACM
SIGMOD International Conference on Management of Data, Beijing, China,
June 12-14, 2007.

4.1.3 Yéu ciu

Sinh vién tim hiéu cha trong vé& mit 1y thuyét, phuong phap ludn, thuat toan, so
sanh cac phuong phap.
Cai dat duoc khuyén khich.

4.2 Dang 2- Phan hang, phan loai két qua truy van

4.2.1 Pit van dé

Trong cudc séng hién nay, cac tng dung, dich vu st dung CSDL ngdy cang phé
bién, tir viéc thanh toan qua ngan hang, luu trit dir liéu trong doanh nghiép, dat vé
may bay, to chtre thong tin thu vién... Mot diém chung 1& cac céc CSDL nay ngély
cang tang vé kich thudc nham 1am phong phi dit liéu, dap ng nhu cau tim Kiém
thong tin cua nguoi dung, cung nhu phuc vu mot sb luong dong dao ngu:ol dung.
Tang kich thudec CSDL din dén viéc khi ngudi ding nhap truy van tim kiém dir liéu
va thue hién truy vén, két qua thoa man tra vé 1a rat nhiéu, doi hoi can co phuong
phép xep hang, phan 10a1 cac két qua. Thong thuong, ngu’(n dung chi quan tam dén
mot s6 K két qua truy van dau tién hoic chi thu nhan két qua theo nhitng nhém quan
tam. Do d6, viéc phan hang, phan loai 1a viéc 1am cd y nghia quan trong, dac biét
trong cac tmg dung tim kiém 16n trong doanh nghiép, tim kiém trén Web.
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4.2.2 Bai tap lon dang 2
Pé 3: Cac k¥ thuat phin hang két qua truy vin

Tim hiéu cac k¥ thuat ty dong phan hang (ranking) két qua trong truy van co s¢ dir
liéu, nhim phan hang két qua theo murc do thoa man truy van cua ngudi dung; lua
chon k§ thuét kha thi va xay dyung chuong trinh thir nghiém (néu c6). Cac k¥ thuit
nén chi rd ngir canh &p dung, c6 su so sanh, danh gia bang thuc nghiém.

Goi y tai liéu tham khao:
Probabilistic ranking of database query results, Surajit Chaudhuri, Gautam Das,
Vagelis Hristidis, Gerhard Weikum, Microsoft Research, One Microsoft Way,
Redmond, WA, 2004.
Automated ranking of database query results, Surajit Chaudhuri , Gautam Das,
Microsoft Research, One Microsoft Way, Redmond, WA, 2003.

Dé 4: Cac k¥ thuat phan loai két qua truy van

Tim hiéu cac k¥ thuat tur dong phan loai két qua trong truy van co sé dit liéu, tao
diéu kién thuan loi cho nguoi dung xem nhirng nhém két qua ma minh quan tam;
lya chon k¥ thuat kha thi va xay dung chwong trinh thir nghiém (néu co). Cac ki
thuat nén chi rd ngir canh ap dung, c6 sy so sanh, danh gia bang thuc nghiém.

Goi y tai liéu tham khao:
Automatic categorization of query results, Kaushik Chakrabarti Surajit
Chaudhuri, Seung-won Hwang, University of Illinois, 2004.

4.2.3 Yéu ciu

Sinh vién tim hiéu cac ky thuat, déng thoi nén ¢6 cai dat cu thé.

4.3 Dang 3 - Phat hién 16i ngir nghia trong truy vin

4.3.1 Pit van dé

Trong thao tac truy van CSDL, truy van c6 thé sai vé mat ct phap nhu nhép sai tir
khoa, thiéu diéu kién truy van, sai cdu tric truy vén...; trong nhitng truong hop nhu
vay, hé¢ CSDL s€ béo cho ngudi ding biét truy van c6 151, khong thyc hién dugc.
Nhirng 16i nhu trén duoc goi 12 16i vé ci phap. Tuy nhién, mét cdu truy van da diing
vé cii phdp th Van c6 the c6 16i ve ngir nghia nhu co mau thudn giita cdc menh dé
lam cho két qud truy vin Ia réng hodc cdu truy van phikc tap khéng can thiét,
Nhu’ng 16i ndy Qoi 14 16i ngit nghia, hay 16i logic, rdt thuong gdp khi sinh vién bdt
dau 1am quen véi hé CSDL.

Muc dich bai tap 16n dang nay rén luyén cho sinh vién viét cau truy van ding ct
phap, diing ngir nghia, tranh duoc cac 18i thuong gip vé ngit nghia, thanh thao cac
thao tac ddi voi hé CSDL.
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Phat hién ra mau thuin vé mat ngit nghia trong biéu thic truy van 1a khong don
gian, va rat kho c6 thé phat hién day du cac tru:(‘)’ng hop. Muc dich cua xay dung
chuong trinh nham dua ra dwgc mot cong cu hd trg, giam bét cac 16i c6 thé mac
phai trong qua trinh nguoi ding tao cau truy van.

4.3.2 Pé bai tap 16n dang 3

DPé 5: Phat hién 16i ngir nghia trong truy van

Tim hiéu cac truong hop 161 ngit nghia c6 thé méic phai khi viét cau truy van (161
trong ménh dé SELECT, WHERE, FROM, GROUP BY...), thuit toan dé phat
hién 151 ngit nghia do, can dwa ra cic minh hoa vi du. Xay dung chuong trinh thu
nghiém phat hién 18i ngit nghia.
Goi v tai liéu tham khao:
Semantic Errors in SQL Queries: A Quite Complete List, Stefan Brass, Christian
Goldberg.
Proving the Safety of SQL Queries, Stefan Brass, Christian Goldberg.
Detecting Logical Errors in SQL Queries, Stefan Brass, Christian Goldberg.

H¢é Sqllint: http://dbs.informatik.uni-halle.de/sqllint/
4.3.3 Yéu cau

Bén canh mit 1y thuyét cua phuong phap, sinh vién nén cai dit chuong trinh dé
phét hién cac 15i ngit nghia truy van, v6i yéu cau 1a phat hién ra cac 15i ngir
nghia hay gap va khong doi hoi phuong phap qua phuec tap.

Sinh vién c6 thé thay thé viéc 1ap trinh bang cach khai thac phan mém Sqllint,
phan tich vé cac truong hop 16i ma hé bat dugc, tinh hiru dung ctia phan mém
nay, dua ra cac vi du va phan tich két qua.

4.4 Dang 4 - SQL Injection trong &rng dung Web
4.4.1 Pit van dé

Viéc thiét ké va dua vao hoat dong mot website ludn doi hoi cac nha phat trién phai
quan tim dén cac van dé vé an toan, biao mat nham giam thiéu t6i da kha ning bj tin
cong tir cac tin tic. Thong thudng, cac nha phat trién da sb tap trung vao cac van dé
an toan trong viéc chon hé diéu hanh, hé quan tri CSDL, webserver s& chay g
dung... ma quén mat rang ngay ca ban than ing dung chay trén d6 ciing tiém an
mot 16 hong bao mat rat 1on. Mot trong so cac 16 hong nay d6 la SQL injection. SQL
injection 1& mét ki thudt cho phép nhitng ké tdn céng loi dung 16 hong trong Viéc
kiém tra dit liéu nhdp trong cdc irng dung web va c&c thong bao 16i ciia hé qudn tri
co s¢ diF liéu dé "tiém vao" (inject) va thi hanh cac cau Iénh SOL bdt hop phap
(khéng dwoc nguoi phat trién vmg dung lwong trwéc). Hau qua cia nd rat tai hai vi
né cho phép nhiing ké tin cong c6 thé thuc hién cac thao tac xéa, hiéu chinh...do c6
toan quyén trén co so dir liéu cia tng dung, tham chi 12 server ma tmg dung d6
dang chay. Ldi ndy thudng xay ra trén cac tmg dung web c6 dit lidu
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dugc quan li bang cac hé quan tri co s¢ dit liéu nhu SQL Server, MySQL, Oracle,
DB2, Sysbase.

4.4.2 Bai tap lon dang 4

Pé 6: SOL Injection trong wng dung Web

Tim hiéu cac ky thuat tin cong SQL injection, dua ra cac vi du minh hoa, phan tich
nguyén nhan mat an toan, cac giai phap dé phong tranh cac tan cong trén. Khuyén
khich tim hiéu cac k¥ thuat tan cong moéi, cac 161 SQL injection ma nguoi dung hay
mac phai. X4y dung chuong trinh md phong mét so truong hop.

Goi y tai liéu tham khao:

Advanced SQL Injection In SQL Server Applications, Chris Anley, An
NGSSoftware Insight Security Research (NISR) Publication.
(More) Advanced SQL Injection, Chris Anley, An NGSSoftware Insight
Security Research (NISR) Publication.
The Essence of Command Injection Attacks in Web Applications, Zhendong
Su, Gary Wassermann Conference record of the 33rd ACM SIGPLAN-SIGACT
symposium on Principles of programming languages.
CANDID: Preventing SQL Injection Attacks using dynamic Candidate
Evaluations, Sruthi Bandhakavi Prithvi Bisht P. Madhusudan V. N.
Venkatakrishnan Proceedings of the 14th ACM conference on Computer and
communications security.

4.4.3 Y&u ciu

Bén canh mit 1y thuyét cua phuong phap, phan tich cac trudng hop 16i SQL
injection, sinh vién nén c6 demo chuong trinh dé phat hién cac 16i SQL injection
hay gap.

4.5 Dang 5: Bi€u dién truy van nang cao
4.5.1 Pit van dé

Bén canh viéc sir dung thanh thao cac ciu trac ngon ngit QBE, SQL c¢6 sin cia cac
hé CSDL; trong thuc té, can c6 nhiing phuong phéap biéu dién truy vdn mé rong hon
dé dap g dugc nhu cau thuc hién truy van phire tap clia nguoi ding.
Trong phan ndy tap trung vao cac k¥ thuat biéu dién truy van nang cao nham dap
g nhu cau nguoi dung, dem lai giao dién truy van gan giii, d& dung, ty nhién; ciu
truy van thong minh hon va dem lai két qua sat voi y ngudi dung hon.
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4.5.2 Bai tap lon dang 5

Pé 7: Biéu dién va toi wu truy van trong tim kiém xap xi

Tim hiéu phuong phap biéu dién va tdi vu cac truy van SQL tim kiém xap xi. Truy
van tim kiém xap xi cho phép nguoi ding tim ra cac két qua truy van co gia tri xap
Xi gia tri truy van dau vao va c6 do sai sé chap nhan duge. Tim hiéu cac mé hinh
biéu dién truy van SQL xAp xi, dong thoi tim hiéu cac toan tir va thuat toan tbi wu
d6i voi tirng mé hinh biéu dién, phan tich va danh gia cac phuong phap.

Goi y tai liéu tham khao:
Expressing and optimizing similarity-based queries in SQL, Like Gao, Min
Wang, X. Sean Wang, Sriram Padmanabhan, 2006.

4.5.3 Yéu cau

Sinh vién tim hiéu cha trong vé mit 1y thuyét, phuong phép ludn, thuét toén, so
sanh cac phuong phap.
Cai dat dugc khuyén khich.



